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Vlotivation

Security Lab

» Drawbacks of current Internet messaging systems:
— Flexibility
— Security
— Integration
— Scalability

» Approach: Construct a Unified Messaging System based on Web
Service Infrastructure and XML Messaging

— Standardized and Extensible

— Scalable

— Widely adopted

— Full-blown security specifications
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Architecture

Security Lab

Distributed Components and Messages

SD RD
sc XMLDSIGIXMLENC RS
SOAPITLSITCP

e SD: Sender Domain ¢ RD: Receiver Domain

e SC: Sender Client < RS: Receiver Server

e SS: Sender Server e« RC: Receiver Client
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Architecture and Applications

* Plug-In
* Policy based emaill services
— Ingress & Egress Policies
— Policy Advertisement
— Policy Negotiation
— Policy Merging
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Policy Architecture
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Puzzles Security Lab
e Puzzles
— Increase cost of sending e-maill
— Hash Cash

» Usually non interactive
» Computational puzzle
— Reverse Turing Test (RTT)

* Human interactive
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Puzzles Sccuriy Lab
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Issues & Future Work 1 scuiyra

Policy specifications

Complex negotiation and merging
* Privacy Issues

* Integration with WS-* standards

» Secure workflow

On-demand attachments
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